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E-CHALLAN SCAM

Your Challan No is
348915784195032 for
PB08DJ8B182 having total
challan amount as Rs. 500. For
online payment of challan visit:
you can also contact RTO office
for disposal of challan.
Regards,

RTO

‘ https:/echallan.parivahan.gov.in/

As clicking upon these links
for payment, fraudsters can
hack your bank account. https:/echallanparivahan.in,
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Beware of courier scams

@  Fraudsters deceive victims by
impersonating as police officers or
Orsine Shoprng courier company executives.

» Fraudsters use psychological
i € 1= tactics to threaten victim and extract
ﬁersg;na! information and bank
etails.

Modus Operandi

« Fraudsters call the victims and claim that a parcel under their name has
been dispatched containing drugs/illegal items.

« Fraudsters posing as police officer/Courier company executive falsely
threaten the victim.

» The victims will be threatened to make payments or share banking
information to resolve the issue.

Safety Tips

» Do not share any banking information or personal information with
courier delivery executives,

« Legitimate companies will never ask for personal or financial
information via unsolicited calls, emails or text messages.

« Check the sender's email address or phone number before
responding.

» Be cautious of unknown calls claiming to be from courier services or
law enforcement agencies.

« Beware of scam calls which create urgency and pressure to rush into
making hasty decisions.

« If you receive suspicious communication, always verify the information
by contacting courier company directly before taking any action.

« Do not trust on helpline numbers displayed by internet searches.
Always visit official website to find helpline numbers.

« File a complaint against sugh type of cyber frauds by visiting
nearest police station. _ g

Report Cyber fraud Incident at https://www.cybercrime.gov.in or call 1930
For more safety tips visit: https://www.cert-in.org.in and https://www.csk.gov.in
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‘: BEWARE OF FRAUDULENT CALLS
! VISHING ALERT !

» Fraudsters contact the victim pretending
to be calling from trusted sources like
bank/ income tax/ Gas agency etc.

« They ask victim's for bank account details
& collect financial information about
debit/credit cards, expiry date etc.

» The fraudster tells the victim to share OTP
sent on maobile for depositing the amount.

« Once the victim shares the OTP, money is
| . deducted from their account.

Safety Tips

« Never share OTP, PIN, CVV, Debit/Credit card details with anyone.

« Do not share any OTP/UPI PIN for receiving money.

« Do not respond to any calls asking to confirm or share bank account,
credit/debit card details or sensitive information.

« Do not provide personal information in order to recieve prize/ lottery/ gifts/
updating KYC etc.,

« Do not call the numbers of service providers randomly found in search
engines as they can be fake numbers.

« Use the customer care service numbers available on authorized websites of
the institute/ organisations/ banks etc.

= Incase of any incident user should change password of account immediately
or block Ee card/ freeze the account to prevent financial loss and also inform
your ban

« Users should routinely review bank & credit card statement & report any
irregularities.
» Beware of calls asking to share personal information or asking to install

any remote access apps OQW helping.

Report Cyber fraud Incident at https://www.cybercrime.gou.in or call 1930
For more safety tips visit: https://www.cert-in.org.in and https://www.csk.gov.in
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